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The general public today insists that government institutions provide online 
information in a simple, reliable and timely manner. Yet, public authorities 
— including municipalities, government agencies and ministries — are often 
the target of cyberattacks. The challenge for public sector organizations is
to satisfy user expectations while ensuring service continuity and maintaining 
secure information systems.

http://www.stormshield.com
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> EUROPEAN REGULATIONS: COMPLIANCE REQUIRED

Public sector organizations are required to comply with the following European 
cybersecurity regulations:

General Data Protection Regulation (GDPR)

The GDPR is an EU regulation designed to harmonize 
data privacy laws across Europe, protect and empower  
all EU citizens as regards their data privacy, and reshape 
the way organizations approach data privacy. This creates 
new constraints and requirements for IT managers, CIOs 
and CISOs.

Key among these requirements is “data protection by 
default,” which stipulates the protection of personal 
data as a default property of systems and services. 
Stormshield products help organizations comply with 
these requirements by increasing the cyber resilience of 
their infrastructure. Moreover, Stormshield Data Security 
provides data-encryption capabilities, which the GDPR 
mentions as an appropriate technical measure for  
ensuring the level of security appropriate to the risk.

Payment Card Industry Data Security Standard (PCI-DSS)

The PCI-DSS is a set of information security standards  
for organizations that handle branded credit cards issued 
by the major credit card companies. Every merchant,  
financial institution or other entity that stores, processes 
or transmits cardholder data must comply with these  
standards, which include provisions for network security, 
data encryption, vulnerability management and strong 
access control.

Stormshield products enable organizations to comply  
with many of the main PCI-DSS requirements. For example,  
Stormshield Network Security (SNS) can isolate network 
areas and encrypt outgoing traffic, manage vulnerabilities 
and authenticate users. Stormshield Data Security (SDS) 
can encrypt cardholder data to ensure data integrity and 
confidentiality. Stormshield Endpoint Security (SES),  
working with an antivirus, strengthens workstation  
protection against advanced threats. SES can also enhance 
the protection of legacy operating systems, detect and 
manage incidents, and protect against bounce attacks.

Directive on the Re-Use of Public Sector Information (PSI)

The PSI Directive establishes a common legislative 
framework that encourages EU member states to make  
as much public sector information available for re-use 
as possible. PSI includes all information that public  
bodies produce, collect or pay for. The PSI Directive,  
as transposed into the laws of each country, is the basis  
for the EU’s Open Data Policy. All organizations that  
manage public information or generate data from  
publicly funded research projects must provide public 
access to these data, subject to certain constraints.

Stormshield products can help organizations comply 
with the PSI directive. In particular, Stormshield Network  
Security (SNS) enables micro-segmentation of the 
network, so the public data storage area can be isolated.  
And, with its intuitive security policy management, SNS 
makes it easy to identify network areas, manage access  
by user or by group, and institute timing restrictions.

http://www.stormshield.com
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security
https://ec.europa.eu/digital-single-market/en/open-data
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> EUROPEAN REGULATIONS: COMPLIANCE REQUIRED

EU Restricted

The EU Restricted security classification is applied to 
sensitive information whose unauthorized disclosure,
alteration or unavailability would be disadvantageous 
to the interests of EU or of one or more member states. 
In the event information classified as “EU restricted” 
is transmitted outside of a physically restricted secure 
area, this classification requires that the information 
be encrypted by certified products.

Stormshield Network Security and Stormshield Data 
Security have been awarded EU Restricted certification. 
As such, they can be deployed in sensitive 
environments to encrypt information classified as EU 
Restricted, and to provide secure transmission.

Cybersecurity Act

The European Cybersecurity Act is a response to 
the growing threat of cyber-attacks that strengthens 
the prerogatives of the European Union Agency for 
Cybersecurity (ENISA) and establishes a European 
framework for cybersecurity certification. The European 
framework for cybersecurity certification seeks to 
strengthen the security of connected products, Internet 
of Things devices and critical infrastructures through 
certificates. This certification of products, processes 
and services will be valid in all Member States. The 
three levels (“Basic”, “Substantial” and “High”) will 
help users identify the guaranteed level of security 

and will ensure that security aspects will have been 
independently identified.

Stormshield products have already reached the 
“Standard Qualification” level awarded by French 
cybersecurity agency ANSSI. Given that the European 
framework’s “High” level corresponds to ANSSI’s 
“Basic Qualification” level–which is below the 
“Standard Qualification” level–Stormshield products 
already meet ENISA’s expectations in terms of 
cybersecurity.

http://www.stormshield.com
http://www.consilium.europa.eu/en/general-secretariat/corporate-policies/classified-information/
http://www.consilium.europa.eu/en/general-secretariat/corporate-policies/classified-information/information-assurance/eu-restricted/vpn-encryptor/stormshield-sns-vpn-firewall-v-2-2-6/
http://www.consilium.europa.eu/en/general-secretariat/corporate-policies/classified-information/information-assurance/eu-restricted/file-encryptor/stormshield-data-security-v9-1-2/
https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
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> COMPLIANCE OPTIONAL

Public sector organizations may wish to comply with the following standards to improve their 
level of cybersecurity, although compliance is not required under current legislation.

Common Criteria / Evaluation Assurance Levels (EAL3+, EAL4+, etc.)

Common Criteria for Information Technology Security 
Evaluation is an international standard (ISO/IEC 15408)  
for computer security certification. It provides assurance 
that the process of specification, implementation and 
evaluation of a computer security product has been 
conducted in a rigorous, standard and repeatable 
manner at a level that is commensurate with the target 
environment for use. Under this standard, the product’s 
Evaluation Assurance Level (EAL3+, EAL4+, etc.)  
indicates how thoroughly the product (e.g., a firewall) 
has been tested. This certification is recognised by some 
30 countries worldwide, in Europe, North America, Asia 
and the Middle East.

Stormshield products are not merely certified to Common 
Criteria standards: they have achieved the much higher 
“Standard Qualification” level issued by the National  
Cybersecurity Agency of France (ANSSI).
  
To achieve this highly trusted status, the product must:
• �Obtain high-level certification with a security target that 

was defined and validated by ANSSI, 
• �Withstand additional analysis carried out by ANSSI,  

including an audit of the product’s source code. 

Note that “Standard Qualification” is a prerequisite for a 
product to receive the “NATO Restricted” or “EU Restricted” 
label required for handling classified information.

Want to take an even deeper dive? Here goes!

ISO/IEC 27000 Information technology – Security techniques – Information Security  
Management Systems

The ISO/IEC 27000-series is a family of information 
security standards that provides a globally recognised 
framework for best-practice information security  
management. Deliberately broad in scope, the series  
is applicable to organizations of any size, in any industry.
The information security management system (ISMS) 
provides a systematic approach to keeping sensitive 
infrastructure secure. Given the dynamic nature  
of information risk and security, the ISMS concept

incorporates continuous feedback and improvement to 
respond to changes in threats, vulnerabilities or impacts 
of incidents.

Stormshield products are designed to keep sensitive 
infrastructure secure. A standard log format enables  
organizations to centralize all information, so as to  
identify trends and potential security vulnerabilities.  
A highly intuitive GUI enables users to easily implement 
improvements.

http://www.stormshield.com
https://www.commoncriteriaportal.org/
https://www.iso.org/standard/73906.html
http://www.stormshield.com/qualified-security-solutions-choosing-a-trusted-solution/
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CYBERSECURITY COMPLIANCE FOR PUBLIC SECTOR ORGANIZATIONS

Data Protection Act 2018
Similar to GDPR, the Data Protection Act  
is specific for the United-Kingdom. It states  
for any personal data, there should be  
“an appropriate level of protection” depending 
on the risks involved if there is a security 
breach. This includes a level of security to 
prevent unauthorized or unlawful processing, 
accidental loss, destruction or damage to  
the data.

Stormshield products help organizations 
comply with these requirements by increasing 
the cyber resilience of their infrastructure. 
Moreover, Stormshield Data Security provides 
data-encryption capabilities, which the GDPR 
mentions as an appropriate technical measure 
for ensuring the level of security appropriate  
to the risk.

http://www.stormshield.com
https://www.gov.uk/government/collections/data-protection-act-2018
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CYBERSECURITY COMPLIANCE FOR PUBLIC SECTOR ORGANIZATIONS

Security policy for government information systems
The PSSIE (Politique de sécurité des 
systèmes d’information de l’État) applies to 
all government administrations’ information 
systems (ministries, public establishments 
supervised by a ministry, devolved government 
services and independent administrative 
authorities). It applies the fundamental 
principles such as choosing trustworthy 
elements to build information systems, 
security governance, and the issue of raising 
stakeholders’ awareness. Among these 
principles, the circular stresses the need for 

government administrations to use ANSSI-
approved products and services.

Stormshield offers a range of ANSSI-approved 
products that fulfil the PSSIE’s fundamental 
principle of deploying trustworthy products. 
They can be installed within government 
administrations’ information systems to secure 
the network, protect sensitive information and 
strengthen workstations’ protection.

The General Security Baseline (GSB)
The Référentiel Général de Sécurité (RGS or  
General Security Baseline) is applicable to IT 
systems used by administrative authorities  
in their dealings between one another and  
with end users. As a result, they are obliged  
to ensure the security of their electronic  
data exchanges and communications.  
This Baseline proposes a methodology  
in addition to rules and good practices  
intended for administrative authorities.

Here, data protection is an essential aspect.
The Stormshield Data Security solution provides 
data encryption capabilities meeting all 
requirements relating to the approval of security 
products and trusted service providers. 
Stormshield’s other product ranges can also 
help administrative authorities to comply with 
these requirements while at the same time 
boosting the resilience of their infrastructure.

Order no. 2020-1407 of 18 November 2020 on the missions of regional health 
agencies
Article 1 of this order lays down the obligation 
for healthcare, health and medico-social 
institutions to report IT incidents to the 
government’s competent authorities and the 
national public health agency. 
An extensive range of fascinating  
documentation is available, covering  
subjects ranging from workstation  
cryptology to networks. 

The event logs proposed by Stormshield 
solutions, under security events, form part 

of the essential information to be sent to the 
competent authorities in case of incidents. 
The development of Stormshield Endpoint 
Security addresses this issue in particular 
when the attack is sophisticated and it 
attempts to deceive the means of protection. 
In addition to proactively blocking the most 
sophisticated attacks, Stormshield Endpoint 
Security Evolution provides the background 
information necessary for the in-depth 
investigation of security incidents.

http://www.stormshield.com
https://www.ssi.gouv.fr/administration/reglementation/protection-des-systemes-informations/la-politique-de-securite-des-systemes-dinformation-de-letat-pssie/
https://www.ssi.gouv.fr/entreprise/reglementation/confiance-numerique/liste-des-documents-constitutifs-du-rgs-v-2-0/
https://www.ssi.gouv.fr/entreprise/bonnes-pratiques/
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000042532916
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The ANSSI Guide to Good Practices
The National Cybersecurity Agency of France 
(Agence Nationale de la Sécurité des Systèmes 
d’Information - ANSSI) is an organisation which 
operates as a genuine driving force for  
cybersecurity in France and which regularly 
produces guides to good practices. These are 
not actually regulations but rather decision- 
making aids to be used when selecting  
service providers and when choosing  
or deploying cybersecurity solutions.  
An extensive range of fascinating  
documentation is available, covering  

subjects ranging from workstation  
cryptology to networks.

Along with the guide “Digital security of local 
authorities: the key parts of the regulations”, 
take a look at the complementary guide to our 
e-book. A practical and affordable summary 
document for elected representatives and 
regional managers responsible for ensuring 
the implementation of and compliance with 
regulations. 

http://www.stormshield.com
https://www.ssi.gouv.fr/guide/securite-numerique-des-collectivites-territoriales-lessentiel-de-la-reglementation/
https://www.ssi.gouv.fr/guide/securite-numerique-des-collectivites-territoriales-lessentiel-de-la-reglementation/
https://www.ssi.gouv.fr/entreprise/bonnes-pratiques/
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Federal Data Protection Act (BDSG)
Data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs 
or trade union membership, as well as the 
processing of genetic data, biometric data 
for the unequivocal identification of a natural 
person or data concerning the sexual life  
or sexual orientation of a natural person are 
special categories of personal data pursuant 
to Art. 9 DSGVO. If such a data is processed, 
appropriate and specific measures must 
therefore be taken to safeguard the interests 
of the data subject in accordance with Section 
22(2) BDSG. This section specifies the technical 
and organisational measures to be taken when 
processing data.

Key among these requirements is “data protection 
by default,” which stipulates the protection of 
personal data as a default property of systems 
and services. Stormshield products help 
organizations comply with these requirements 
by increasing the cyber resilience of their 
infrastructure. Moreover, Stormshield Data 
Security provides data-encryption capabilities, 
which is an appropriate technical measure  
for ensuring the level of security appropriate  
to the risk.

Act for the Promotion of Electronic Administration (EGovG)
The EGovG Federal Government (and provinces 
ones) mainly applies to the administrative 
activities of the federal authorities. If fees are 
incurred for an administrative activity, Section  
4 EGovG Federal Government stipulates that 
the state authorities must facilitate the payment 
of these fees or the settlement of these other 
claims by participating in at least one sufficiently 
secure payment procedure customary in  
electronic business transactions. If a state  
authority keeps electronic records, Section 6

EGovG Federal Government stipulates that 
appropriate technical and organisational 
measures must be taken in accordance  
with the state of the art to ensure that the 
principles of proper record keeping are 
observed. With regard to the keeping of files 
by the state authorities, the authorities are 
also required to ensure that the principles of 
proper keeping of files are observed by means 
of appropriate technical and organisational 
measures in accordance with the state of the art.

Standards of the Federal Office for Information Security (BSI)
The BSI standards are an elementary component 
of the IT-Grundschutz methodology. The current 
BSI standards are:
• �200-1 (General requirements for an  

information security management system)
• �200-2 (Basis for the development of a solid 

information security management)
• �200-3 (All risk-related steps in the  

implementation of basic IT protection)

Based on the BSI Standard 200-2 
“IT-Grundschutz-Methodik”, the BSI has  
defined minimum security measures  
to be implemented in a local government  
in order to adequately protect itself.

http://www.stormshield.com
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzStandards/ITGrundschutzStandards_node.html
http://www.gesetze-im-internet.de/egovg/__4.html
https://dsgvo-gesetz.de/bdsg/22-bdsg/
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Data protection laws of the federal states (e.g. for North Rhine-Westphalia: 
DSG NRW)
The DSG NRW makes supplementary  
regulations for the implementation of the  
Basic Data Protection Regulation (DSGVO).  
For example, Section 58 DSG NRW specifies the 
requirements for the security of data processing, 
in particular to result in the following:
• �the confidentiality, integrity, availability  

and resilience of the systems and services 
associated with the processing are ensured 
on a permanent basis, and

• �the availability of and access to personal 
data can be rapidly restored in the event  
of a physical or technical incident.

De-Mail Act
The De-Mail Act came into force in Germany on 
3 May 2011, used by the Federal Administration. 
In terms of handling, the messages are  
transmitted exclusively via encrypted channels 
and stored in encrypted form. According to 
Section 1 (I) of the De-Mail Act, De-Mail services 
are services on an electronic communication 
platform which are intended to ensure secure, 
confidential and verifiable business transactions 
for everyone on the Internet.

To meet email exchange requirements  
in a secure way, Stormshield Data Security  
provides end-to-end email protection.  
This solution offers a set of functionalities  
to guarantee the security, confidentiality  
and authenticity of exchanges for everyone  
on the Internet.

eIDAS Implementation Act & Confidence Services Act (VDG)
On 29.03.2017, the Federal Government 
passed the eIDAS Implementation Act, which 
serves to implement the eIDAS Regulation of 
the EU ((EU) 910/2014). The eIDAS Implementing 
Act enacted the so-called Confidence Services 
Act (VDG). The bestknown trust service is the 
“electronic signature”. Section 13 VDG deals

indirectly with IT security. According to this 
standard, the qualified trust service provider 
must inform certain persons of the measures 
required to contribute to the security of the 
qualified trust services offered and their 
reliable use.

http://www.stormshield.com
https://recht.nrw.de/lmi/owa/br_bes_detail?sg=0&menu=1&bes_id=38824&anw_nr=2&aufgehoben=N&det_id=408222
https://www.gesetze-im-internet.de/de-mail-g/__1.html
https://www.gesetze-im-internet.de/vdg/__13.html
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D.P.C.M. 6 novembre 2015 (electronic signature protocol for secret/
confidential documents)
The protocol is binding to all subjects, 
public and private, in possession of the 
required security qualifications for classified 
information management.

Moreover the protocol specify how to 
generate, sign and verify digital signatures, 
as well as temporary validation of classified 
electronic documents.

Directive 1 agosto 2015 (National Framework for Cybersecurity enforcement)
The Directive enforces objectives set out with 
the National Framework for cybersecurity, 
empowering coordination among public 
administration entities as well as partnership 
with all non-public operators which control 

IT and telematic infrastructures considered 
critical functions at national level. The Directive 
assigns to the Agenzia per l’Italia Digitale 
(AgiD) the task of developing standards  
for administrations.

Law 124/2007 (Information system for Italian Republic security and new 
secrecy protocol) - Amended by Law 133/2012
The DIS (Dipartimento delle Informazioni per 
la Sicurezza), the AISE (Agenzia Informazioni 
e Sicurezza Esterna) and the AISI (Agenzia 
Informazioni e Sicurezza Interna) can 
correspond with all public administrations 
and those subjects that provide, under the 
authorization, concession or convention 

regime, public utility services and ask  
them for collaboration for the fulfillment  
of their institutional functions. To this end,  
they may in particular enter into agreements 
with the aforementioned subjects (see Art.13 
of the law for more details). 

Security Qualifications (DPCM 22 luglio 2011)
Security Qualifications (named AP and NOSI) 
enable organizations to undertake a contract 
with the public administrations in order to be 
able participate to tenders for the award of 
contracts classified “reserved” or higher than 
reserved, more specifically in case of tenders 

which implies handling of informations 
qualified as Secret/Top-Secret/Confidential/
Highly-Confidental. Such qualification implies 
organizations to implements specific  
measures, from logic to physical and  
technical security measures.

http://www.stormshield.com
https://www.sicurezzanazionale.gov.it/sisr.nsf/per-le-imprese/le-abilitazioni-di-sicurezza.html
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2016/06/legge-124-2007-aggiornata-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2016/07/dpcm-5-2015-coordinato-2017.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/documentazione/normativa-di-riferimento/direttiva-1-agosto-2015.html
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D.P.C.M. 27 gennaio 2014 (National Strategy Framework for Cybernetic  
space - QSN)
The National Strategy Framework for Cybernetic 
space aims to ensure the efficiency and the 
interoperability of assets devoted to common 
defence, and supporting the full integration  
of the cyber domain in NATO defence  
planning process and in the military doctrine,  
so as to ensure the deployment of a robust 
capability against cyberattacks.

Stormshield Network Security has been  
awarded EU Restricted certification.  
As such, these products can be deployed  
in sensitive environments to provide secure 
transmission of classified information.  
This helps to guarantee international  
interoperability with EU institutions.

D.P.C.M. 17 febbraio 2017 (Orientation on National information technology 
security and cybersecurity - Gentiloni Decree)
The Directive establishes the institutional 
organization in charge of national IT security 
and cybersecurity, setting out duties and 
responsibilities of each entity (CISR, CISR 
Tecnico, DIS role and guidelines, Nucleo per 

la Sicurezza Cibernetica and its duties).  
The Directive establishes also measures  
to “critical market operators” as well as  
Communication Providers.

Law decree 18 maggio 2018, n. 65 (Implementation of the directive (EU) 
2016/1148 - NIS)
The Law establishes measures for a security 
at national level, including the establishment 
of CSIRT (also known as CIRT), duties of the 
s.c. “critical market operators” and digital 
providers on security breach procedures, 
international cooperation on security issues 
and the adoption of a national cybersecurity 
strategy.

Certified, trusted Stormshield products enable 
OESs to deploy security solutions that increase 
the protection level of Essential Information 
Systems (EIS). For example, Stormshield 
Network Security can isolate network areas, 
enable secure remote access, authenticate 
users and manage vulnerabilities. Stormshield 
Endpoint Security (SES), working alongside an 
antivirus (if any), provides in-depth workstation 
protection against sophisticated threats.  
SES can also enhance the protection of 
legacy operating systems; detect and 
manage incidents; and protect against 
sophisticated attacks.

http://www.stormshield.com
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/quadro-strategico-nazionale-cyber.pdf 
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2018/06/Dlgs-65_2018-NIS.pdf
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2017/04/DPCM-17-02-2017.pdf 
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D.P.C.M. 3 dicembre 2013 (Technical Rules for retention system)
The DPCM establishes applicable requirements 
on retention systems, regarding to electronic 
documents (including administrative documents 
and related metadata) and electronic dossiers, 

as well as rules to ensure integrity, reliability  
and availability of such documents and  
requirements on functional component  
of retention system management. 

AgiD Minimum Security Measures (Implementing DPCM 1 agosto 2015)
This Directive intends to implement the AgID 
measures that help to oppose to cybersecurity 
threats and to provide security measures 
necessary to defense sector both in terms  
of technical and organizational controls.

Stormshield products help public organizations 
comply with these requirements by increasing 
the cyber resilience of their infrastructure.
Among these several requirements, Stormshield 
Network Vulnerabilty Manager, embedded  
at the network level within Stormshield Network  
Security products helps to manage vulnerability. 
Additionally Stormshield Endpoint Security  
increases the security level of traditional  
antivirus by blocking advanced threats.  
Finally, Stormshield Data Security, product that 
has been awarded EU Restricted certification, 
helps to comply with data protection  
requirements.

Triennal Plan 2019-2021 for PA by AgiD
The Plan establish regulatory measures for 
public administrations, including Infosec 
platform implementation, a trial for the national 
automatic transmission of qualified IoC, 

national guidelines for PA on cybersecurity, 
obligation to implement AgiD guidelines on 
security measures.

http://www.stormshield.com
https://www.agid.gov.it/sites/default/files/repository_files/Piano-Triennale-ICT-2019-2021.pdf
https://www.cert-pa.it/wp-content/uploads/2018/07/CircolareAgID_170418_n_2_2017_Mis_minime_sicurezza_ICT_PA-GU-103-050517-2.pdf
https://www.agid.gov.it/sites/default/files/repository_files/leggi_decreti_direttive/dpcm_3-12-2013_protocollo.pdf
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PIC Law (Protection of Public Infrastructures - Ley PIC)
The Critical Infrastructure Protection Law  
(Ley PIC 8/2011) is complemented by Royal 
Decree 704/2011. The two main objectives  
of this standard are: to catalogue the set  
of infrastructures that provide essential  
services to our society and to design  
a plan that contains measures of prevention 
and effective protection against possible 
threats to such infrastructures, both in  
terms of physical security and in terms  
of the security of information and  
communications technologies.

Certified, trusted Stormshield products enable 
critical infrastructure to deploy security solutions 
that increase the protection level of essential 
information systems. For example, Stormshield 
Network Security can isolate network areas, 
enable secure remote access, authenticate 
users and manage vulnerabilities. Stormshield 
Endpoint Security (SES), working alongside an 
antivirus (if any), provides in-depth workstation 
protection against sophisticated threats.  
SES can also enhance the protection of legacy 
operating systems; detect and manage  
incidents; and protect against bounce attacks.

National Security Scheme, Royal Decree 3/2010, of 8 january
As a general rule, this scheme is applicable 
to electronic sites, electronic registers and 
Information Systems accessible electronically 
by citizens (for the exercise of rights, the 
fulfillment of duties, to gather information  
and status of the administrative procedure).

Stormshield products help organizations 
comply with this scheme by increasing 
the cyber resilience of their infrastructure. 
Stormshield Network Security ensures edge 
protection with Unified Threats Management 

features. Our SNS range is also the only 
European range certified “Productos 
Cualificados” and the only range of firewalls 
certified “Productos Aprobados” by the 
Spanish National Cryptology Centre (CCN).  
Additionally, Stormshield Endpoint Security 
increases the security level of traditional 
antivirus by blocking advanced threats. 
Finally, Stormshield Data Security provides 
data-encryption capabilities, which is an 
appropriate technical measure for ensuring 
the level of security appropriate to the risk.

Code of Cybersecurity Law
This Code makes available to lawyers a tool 
where they can find the updated rules that  
directly affect cybersecurity, and thus facilitate 
the necessary study and analysis of a matter 
that is already essential to achieve adequate 
protection of businesses, institutions and  
citizens within a social and democratic state 
of law.

Stormshield products help organizations 
comply with this scheme by increasing 
the cyber resilience of their infrastructure.
Stormshield Network Security ensures edge 
protection with Unified Threats Management 
features. Additionally, Stormshield Endpoint 
Security increases the security level of traditional 
antivirus by blocking advanced threats. 
Finally, Stormshield Data Security provides 
data-encryption capabilities, which is an  
appropriate technical measure for ensuring 
the level of security appropriate to the risk.

http://www.stormshield.com
https://www.boe.es/legislacion/codigos/codigo.php?id=173_Codigo_de_Derecho__de_la_Ciberseguridad
https://www.ccn-cert.cni.es/ens.html
https://www.boe.es/buscar/pdf/2011/BOE-A-2011-7630-consolidado.pdf
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> �FOR EVERY PROBLEM, THERE’S A STORMSHIELD SOLUTION.
Stormshield products and solutions for the public sector
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CYBERSECURITY COMPLIANCE FOR PUBLIC SECTOR ORGANIZATIONS

> �COMPLIANCE IS NOT ENOUGH

The vast number of regulations and standards has become a real headache  
for all organizations. While this guide provides perspective on which regulations  
apply to each industry, compliance is not enough. It’s crucial to remember that 
every organization needs to map and manage its risks to ensure its own security.

Stormshield 
Network Security

Stormshield 
Data Security

Stormshield 
Endpoint Security

Stormshield solutions 
for the public sector

https://www.stormshield.com/products-services/products/network-security/
https://www.stormshield.com/products-services/products/data-security/
https://www.stormshield.com/solutions/by-industry/public-administration-and-government/
https://www.stormshield.com/products-services/products/endpoint-security/
http://www.stormshield.com
http://www.stormshield.com
http://www.aressy.com

