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CYBERSECURITY
COMPLIANCE

FOR TRANSPORTATION
ORGANIZATIONS

In the transportation sector, where operational system availability is vital,

a cyberattack can physically harm people and the environment.

Risks to persons include accidents, derailments, loss of control of container
vessels that crash into port, fire and carbon monoxide poisoning in tunnels
due of lack of ventilation, etc. Risks for the environment include oil spills
that pollute the water and affect wildlife.

>EUROPEAN REGULATIONS: COMPLIANCE REQUIRED

> COMPLIANCE OPTIONAL

> COUNTRY-SPECIFIC REGULATIONS

>FOR EVERY PROBLEM, THERE'S A STORMSHIELD SOLUTION

> COMPLIANCE IS NOT ENOUGH


http://www.stormshield.com/en/
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CYBERSECURITY COMPLIANCE FOR TRANSPORTATION ORGANIZATIONS

> EUROPEAN REGULATIONS: COMPLIANCE REQUIRED

Organizations in the transportation sector are required to comply with the following

European cybersecurity regulations:

General Data Protection Regulation (GDPR)

The GDPR is an EU regulation designed to harmonize
data privacy laws across Europe, protect and empower
all EU citizens as regards their data privacy, and reshape
the way organizations approach data privacy. This creates
new constraints and requirements for IT managers, ClOs
and CISOs.

Key among these requirements is “data protection by
default,” which stipulates the protection of personal
data as a default property of systems and services.
Stormshield products help organizations comply with
these requirements by increasing the cyber resilience of
their infrastructure. Moreover, Stormshield Data Security
provides data-encryption capabilities, which the GDPR
mentions as an appropriate technical measure for
ensuring the level of security appropriate to the risk.

Network and Information Security Directive (NIS)

The NIS Directive, the first EU-wide legislation on
cybersecurity, is designed to boost the overall level

of cybersecurity in the EU, and must be transposed

into the law of each member state. Under the NIS,

each country must designate Operators of Essentials
Services (OESs) in sectors such as energy, transportation,
water, banking, healthcare and digital infrastructure.
Designated OESs must then comply with the Directive.

Certified, trusted Stormshield products enable OESs

to deploy security solutions that increase the protection
level of Essential Information Systems (EIS). For example,
Stormshield Network Security can isolate network areas,
enable secure remote access, authenticate users and
manage vulnerabilities. Stormshield Endpoint Security
(SES), working alongside an antivirus (if any), provides
in-depth workstation protection against sophisticated
threats. SES can also enhance the protection of legacy
operating systems, detect and manage incidents, and
protect against bounce attacks.

Payment Card Industry Data Security Standard (PCI-DSS)

The PCI-DSS is a set of information security standards
for organizations that handle branded credit cards issued
by the major credit card companies. Every merchant,
financial institution or other entity that stores, processes
or transmits cardholder data must comply with these
standards, which include provisions for network security,
data encryption, vulnerability management and strong
access control.

Stormshield products enable organizations to comply
with many of the main PCI-DSS requirements. For example,
Stormshield Network Security (SNS) can isolate network
areas and encrypt outgoing traffic, manage vulnerabilities
and authenticate users. Stormshield Data Security (SDS)
can encrypt cardholder data to ensure data integrity and
confidentiality. Stormshield Endpoint Security (SES),
working with an antivirus, strengthens workstation
protection against advanced threats. SES can also
enhance the protection of legacy operating systems,
detect and manage incidents, and protect against
bounce attacks.


http://www.stormshield.com/en/
http://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
http://www.pcisecuritystandards.org/pci_security/maintaining_payment_security
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> EUROPEAN REGULATIONS: COMPLIANCE REQUIRED

Directive on the Re-Use of Public Sector Information (PSI)

The PSI Directive establishes a common legislative
framework that encourages EU member states to make
as much public sector information available for re-use
as possible. PSl includes all information that public
bodies produce, collect or pay for. The PSI Directive,

as transposed into the laws of each country, is the basis
for the EU’s Open Data Policy. All organizations that
manage public information or generate data from
publicly funded research projects must provide public
access to these data, subject to certain constraints.

IEC 62443

The ISA-99/IEC 62443 standard, created by the International
Society of Automation, is the worldwide standard for
industrial control systems (ICS) and is designed to deal
with the increasing volume of cyber threats. The standard
enables organizations to improve the digital safety and
security of their processes and control systems, such
as DCS, PLC, SCADA, etc. The standard is derived from
the ISO/IEC 27000-series and has been fully adapted

to focus on industrial control system environments.

Cybersecurity Act

The European Cybersecurity Act is a response to

the growing threat of cyber-attacks that strengthens

the prerogatives of the European Union Agency for
Cybersecurity (ENISA) and establishes a European
framework for cybersecurity certification. The European
framework for cybersecurity certification seeks to
strengthen the security of connected products, Internet

of Things devices and critical infrastructures through
certificates. This certification of products, processes and
services will be valid in all Member States. The three levels

(“Basic”, “Substantial” and “High”) will help users identify

Stormshield products can help organizations comply
with the PSI directive. In particular, Stormshield Network
Security (SNS) enables micro-segmentation of the
network, so the public data storage area can be isolated.
And, with its intuitive security policy management, SNS
makes it easy to identify network areas, manage access
by user or by group, and institute timing restrictions.

Enhancing cybersecurity is a multi-layered task, and
includes governance, security policies and organizational
procedures. In this context, Stormshield’s highly trusted
solutions, which are certified EU Restricted, can help
organizations protect themselves from cyber threats.

For instance, Stormshield Network Security (SNS) can
isolate network areas, control PLC commands and secure
remote maintenance access. Moreover, Stormshield
Endpoint Security (SES), working alongside an antivirus
(if any), provides in-depth workstation protection against
sophisticated threats. SES can also enhance the protection
of legacy operating systems, detect and manage incidents,
and protect against bounce attacks.

the guaranteed level of security and will ensure that security
aspects will have been independently identified.

Stormshield products have already reached the

“Standard Qualification” level awarded by French
cybersecurity agency ANSSI. Given that the European
framework’s “High” level corresponds to ANSSI's

“Basic Qualification” level-which is below the

“Standard Qualification” level-Stormshield products already

meet ENISA's expectations in terms of cybersecurity.


http://www.stormshield.com/en/
http://ec.europa.eu/digital-single-market/en/open-data
http://www.isaeurope.com/iec62443/
https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
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Want to take an even deeper dive? Here goes!

> COMPLIANCE OPTIONAL

Transportation organizations may wish to comply with the following standards to improve their
level of cybersecurity, although compliance is not required under current legislation.

Common Criteria / Evaluation Assurance Levels (EAL3+, EAL4+, etc.)

Common Criteria for Information Technology Security
Evaluation is an international standard (ISO/IEC 15408)
for computer security certification. It provides assurance
that the process of specification, implementation and
evaluation of a computer security product has been
conducted in a rigorous, standard and repeatable
manner at a level that is commensurate with the target
environment for use. Under this standard, the product’s
Evaluation Assurance Level (EAL3+, EAL4+, etc.)
indicates how thoroughly the product (e.g., a firewall)
has been tested. This certification is recognised by some
30 countries worldwide, in Europe, North America, Asia
and the Middle East.

Stormshield products are not merely certified to Common
Criteria standards: they have achieved the much higher
“Standard Qualification” level issued by the National
Cybersecurity Agency of France (ANSSI).

To achieve this highly trusted status, the product must:

« Obtain high-level certification with a security target that
was defined and validated by ANSSI,

+ Withstand additional analysis carried out by ANSS],
including an audit of the product’s source code.

Note that “Standard Qualification” is a prerequisite for a
product to receive the “NATO Restricted” or “EU Restricted”
label required for handling classified information.

ISO/IEC 27000 Information technology — Security techniques — Information Security

Management Systems

The ISO/IEC 27000-series is a family of information
security standards that provides a globally recognised
framework for best-practice information security
management. Deliberately broad in scope, the series

is applicable to organizations of any size, in any industry.
The information security management system (ISMS)
provides a systematic approach to keeping sensitive
infrastructure secure. Given the dynamic nature

of information risk and security, the ISMS concept

incorporates continuous feedback and improvement to
respond to changes in threats, vulnerabilities or impacts
of incidents.

Stormshield products are designed to keep sensitive
infrastructure secure. A standard log format enables
organizations to centralize all information, so as to
identify trends and potential security vulnerabilities.

A highly intuitive GUI enables users to easily implement
improvements.


http://www.stormshield.com/en/
http://www.commoncriteriaportal.org
http://www.iso.org/standard/73906.html
http://www.stormshield.com/qualified-security-solutions-choosing-a-trusted-solution/
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> COUNTRY-SPECIFIC REGULATIONS

()

FRANCE

The Military Planning Law (MPL)

The “Loi de Programmation Militaire”

(the LPM or ‘Military Planning Law’) lays
down guidelines concerning France's defence
policy. Faced with the increasing number of
cyberattacks carried out by hackers, terrorists
or even hostile states, ensuring the cyber
resilience of the IT systems of Operators

of Vital Importance (OIV) is a clearly defined
theme of the MPL. It therefore includes

a cybersecurity aspect and lists the OIV in 12
activity sectors, including the transport sector.

With them all approved by the ANSSI (the
National Cybersecurity Agency of France), this
trust and confidence in Stormshield products

enables the OIV to deploy these security
solutions to improve the level of protection
afforded to critical information systems.

As an example, Stormshield Network Security
ensures network segmentation, security

for remote access, user authentication

and vulnerability management. Deployed

in combination with an antivirus system,
Stormshield Endpoint Security (SES) proposes
in-depth protection for workstations against
sophisticated attacks. SES can also improve
the security of obsolete operating systems

by detecting and managing incidents and
providing protection against Smurf attacks.

The ANSSI Guide to Good Practices
The National Cybersecurity Agency of France
(Agence Nationale de la Sécurité des Systemes
d’Information - ANSSI) is an organisation
which operates as a genuine driving force for
cybersecurity in France and which regularly
produces guides to good practices.

These are not actually regulations but rather
decision-making aids to be used when selecting
service providers and when choosing

or deploying cybersecurity solutions.

An extensive range of fascinating documentation
is available, covering subjects ranging from
workstation cryptology to networks.



http://www.stormshield.com/en/
https://www.legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT000006071307&idArticle=LEGIARTI000006574324&dateTexte=&categorieLien=cid
https://www.ssi.gouv.fr/entreprise/bonnes-pratiques/
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> COUNTRY-SPECIFIC REGULATIONS

GERMANY

IT-Grundschutz

The IT-Grundschutz is a set of the standards
of the Federal Office for Information

Security (Bundesamt fiir Sicherheit in der
Informationstechnik (BSI)), designed to meet
the requirements for an adequate level of

data / information security. Every year in
February, the IT-Grundschutz-Kompendium
is published, which explains hazards

and security requirements for a topic

of information security.

Standards of the Federal Office for Information Security (BSI)

The BSI standards are an elementary

component of the IT-Grundschutz

methodology. The current BSI standards are:

+ 200-1 (General requirements for an
information security management system)

+ 200-2 (Basis for the development of

a solid information security management)
+ 200-3 (All risk-related steps in the
implementation of basic IT protection)

IT Security Act (IT-Sicherheitsgesetz) & BSI Act (BSI-Gesetz)

According to the IT Security Act, the operators
of critical facilities/infrastructures in the transport
sector must comply with a minimum level of
IT security and report significant IT disruptions
to the BSI. With regard to the minimum level,
Section 8a of the BSI Act was enacted

by the IT Security Act, which describes the
minimum level in abstract terms. In 2016,

the BSI-Kritisverordnung was also adopted

to specify which critical systems are to be
covered by the provisions of the IT Security
Act. This regulation also covers the transport
sector.

Certified, trusted Stormshield products
enable to deploy security solutions that
increase the protection level of IT systems.
For example, Stormshield Network Security
can isolate network areas, enable secure
remote access, authenticate users and
manage vulnerabilities. Stormshield Endpoint
Security (SES), working alongside an antivirus
(if any), provides in-depth workstation protection
against sophisticated threats. SES can also
enhance the protection of legacy operating
systems; detect and manage incidents; and
protect against bounce attacks. Stormshield
Data Security helps to prevent data leakage
by ciphering sensitive information.



http://www.stormshield.com/en/
https://www.gesetze-im-internet.de/bsi-kritisv/BJNR095800016.html
https://www.gesetze-im-internet.de/bsig_2009/__8a.html
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzStandards/ITGrundschutzStandards_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium/IT_Grundschutz_Kompendium_Edition2019.html
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> COUNTRY-SPECIFIC REGULATIONS

()

ITALY

Law decree 18 maggio 2018, n. 65 (Implementation of the directive (EU)

2016/1148 - NIS)

The Law establishes measures for a security
at national level, including the establishment
of CSIRT (also known as CIRT), duties of the
s.c. “critical market operators” and digital
providers on security breach procedures,
international cooperation on security issues
and the adoption of a national cybersecurity
strategy.

Certified, trusted Stormshield products
enable OESs to deploy security solutions
that increase the protection level of Essential
Information Systems (EIS). For example,
Stormshield Network Security can isolate
network areas, enable secure remote access,
authenticate users and manage vulnerabilities.
Stormshield Endpoint Security (SES), working
alongside an antivirus (if any), provides
in-depth workstation protection against
sophisticated threats. SES can also enhance
the protection of legacy operating systems;
detect and manage incidents; and protect
against bounce attacks.

D.P.C.M. 17 febbraio 2017 (Orientation on National information technology
security and cybersecurity - Gentiloni Decree)

The Directive establishes the institutional
organization in charge of national IT security
and cybersecurity, setting out duties and
responsibilities of each entity (CISR, CISR
Tecnico, DIS role and guidelines, Nucleo per
la Sicurezza Cibernetica and its duties).

The Directive establishes also measures
to “critical market operators” as well as
Communication Providers.

D.P.C.M. 27 gennaio 2014 (National Strategy Framework for Cybernetic

space - QSN)

The National Strategy Framework for Cybernetic
space aims to ensure the efficiency and the
interoperability of assets devoted to common
defence, and supporting the full integration
of the cyber domain in NATO defence
planning process and in the military
doctrine, so as to ensure the deployment

of a robust capability against cyberattacks.

Stormshield Network Security has been
awarded EU Restricted certification. As such,
these products can be deployed in sensitive
environments to provide secure transmission of
classified information. This helps to guarantee
international interoperability with UE institutions.



http://www.stormshield.com/en/
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2017/04/DPCM-17-02-2017.pdf 
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/quadro-strategico-nazionale-cyber.pdf 
https://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2018/06/Dlgs-65_2018-NIS.pdf
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> COUNTRY-SPECIFIC REGULATIONS
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SPAIN

PIC Law (Protection of Public Infrastructures - Ley PIC)

The Critical Infrastructure Protection Law
(Ley PIC 8/2011) is complemented by Royal
Decree 704/2011. The two main objectives
of this standard are: to catalogue the set

of infrastructures that provide essential
services to our society and to design

a plan that contains measures of prevention
and effective protection against possible
threats to such infrastructures, both in terms
of physical security and in terms of the
security of information and communications
technologies.

Certified, trusted Stormshield products enable
critical infrastructure to deploy security solutions
that increase the protection level of essential
information systems. For example, Stormshield
Network Security can isolate network areas,
enable secure remote access, authenticate
users and manage vulnerabilities. Stormshield
Endpoint Security (SES), working alongside an
antivirus (if any), provides in-depth workstation
protection against sophisticated threats.

SES can also enhance the protection of legacy
operating systems; detect and manage incidents;
and protect against bounce attacks.



http://www.stormshield.com/en/
https://www.boe.es/buscar/pdf/2011/BOE-A-2011-7630-consolidado.pdf
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> FOR EVERY PROBLEM, THERE'S A STORMSHIELD SOLUTION.
Stormshield products and solutions for the transportation industry

Stormshield solutions Stormshield
for industrial security Network Security

Stormshield Stormshield
Data Security Endpoint Security

> COMPLIANCE IS NOT ENOUGH

The vast number of regulations and standards has become a real headache

for all organizations. While this guide provides perspective on which regulations
apply to transportation, compliance is not enough. It's crucial to remember that
every organization needs to map and manage its risks to ensure its own security.
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http://www.stormshield.com/products-services/products/network-security/
http://www.stormshield.com/products-services/products/endpoint-security/
http://www.stormshield.com/solutions/by-industry/industries/
http://www.stormshield.com/products-services/products/data-security/
http://www.stormshield.com/en/
http://www.aressy.com

